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Overview

1. The UK Data Service

2. Sharing research data

3. Legal considerations

4. Three-pronged approach
1. Consent
2. Anonymisation
3. Access controls

5. Questions



What is the UK Data Service?

• Funded by the ESRC

• Single point of access to a wide range of secondary social 
science data

• We provide support and training for data creators with 
accessing, managing, sharing and using data

• Delivered by staff based at universities across the UK (Essex, 
Manchester, Leeds, Southampton, Edinburgh & UCL)

• UK Data Archive – manages the UK Data Service and curates 
the data



Some statistics about the UK Data Service

• 7,277 datasets in the collection

• 1034 qualitative and mixed methods collections

• 400 new datasets added each year

• 219 case studies of data reuse

• 25,000 registered users

• 60,000 downloads worldwide per year

• 4000+ user support queries per year



Why share data? (1)

• Increasing drive for openness, research transparency and 
sharing (linked to journal and funder requirements)

• Maximise return on investment and making optimal use of 
publicly funded research 

• Avoid duplication of data collection

• Not burden over-researched, vulnerable groups and make 
best use of hard-to-obtain data, e.g. elites and socially 
excluded

• Extend voices of participants



Why share data? (2)

• Better science

• Technological advances – easier for digital data to be 
discoverable and accessible 

• Visibility for researchers

• Societal benefits



Society benefits from data sharing



Why is (open) data access important?

• Reproducibility of research

• Openness, transparency, research integrity

• Risk management

• Re-use and re-purposing

• Expectations on data sharing from:
• Funders
• Publishers



Accessing open data  





What makes data good for sharing and reuse?

Other researchers can understand and reuse the data:

• High quality 
• Accurate
• Well organised
• Easily accessible
• Well documented
• Long-term validity

or FAIR data: 
Findable, Accessible, Interoperable, Reusable



Too difficult to share data widely?

Ethical, legal and research integrity challenges

• Personal, confidential or sensitive information
• Linkage of data in multi-disciplinary projects

• Difficult to conceal identity of participants / fieldwork 
locations

• Lack of trust in others mis-using data
• Beaten to publication



Legal considerations



(i) Duty of confidentiality and data sharing
• Duty of confidentiality exists in UK common law and may apply 

to research data

• Information given in circumstances where it is expected that a 
duty of confidence applies, cannot normally be disclosed 
without the information provider’s consent

• Disclosure of confidential information is lawful when:
• The individual to whom the information relates has consented –

consent for data sharing
• Disclosure is necessary to safeguard the individual, or others, or is 

in the public interest
• There is a legal duty to do so, for example a court order

• Best practice is to avoid vague or general promises in consent 
forms



(ii) Copyright

• Copyright is internationally recognised form of intellectual property right, 
which arises automatically as a result of original work such as research

• Copyrighted output from research could include spreadsheets (and other 
forms of originally selected and organised data), publications, reports 
and computer programs

• Copyright will not cover the underlying facts, ideas or concepts, but only 
the particular way in which they have been expressed

• The right will lie with the author of the work, or with their relevant 
institution — different universities will have different policies on 
intellectual property

• A copyrighted work cannot usually be published, reproduced, adapted or 
translated without the owner’s permission



(ii) Copyright – key considerations

• Questions to ask:
• Who the copyright holder of the datasets is?
• Are you allowed to use them and in what way?
• Are you allowed to archive and publish them in a data repository?

• Key considerations
• Joint ownership

• Datasets created by multiple researchers
• Derived datasets

• Database rights
• Provision in a contract
• Repository copyright rules



(iii) Data protection considerations – the GDPR (1)

• The General Data Protection Regulation (GDPR)

• New EU-wide data protection regulation

• Came into force 25 May 2018

• The GDPR gives data subjects greater control over their personal 
data, whilst modernising and unifying European data protection rules

• Clarity, transparency and accountability  

• The Data Protection Act 2018



(iii) Data protection considerations – the GDPR (2)

• Personal data is defined as ‘any information relating to an identified 
or identifiable natural person’ (‘data subject’)

• Living persons
• Though there may still be ethical reasons for wanting to protect this 

information
• Anonymised data is NOT personal data so the GDPR does NOT

apply
• Applies to:

• any EU researcher (data controller) who collects personal data about a 
citizen of any country, anywhere in the world

• A data controller or data processor based outside the EU but collecting 
personal data on EU citizens



(iii) Principles for processing personal data

1. Process lawfully, fair and transparent
Inform participant of what will be done with the data, process accordingly

2. Keep to the original purpose
Collect data for specified, explicit and legitimate purposes
Do not process further in a manner incompatible with those purposes

3. Minimise data size
Personal data collected should be adequate, relevant and limited to what 
is necessary

4. Uphold accuracy
Personal data should be accurate and kept up to date

5. Remove data which are not used
6. Ensure data integrity and confidentiality

Protection against unauthorised or unlawful processing, accidental loss, 
destruction or damage, using appropriate technical or organisational 
measures



(iii) Data subject rights

• The right to be informed
• The right of access
• The right to rectification (correction)
• The right to erasure (right to be forgotten)
• The right to restrict processing
• The right to data portability
• The right to object
• Rights in relation to automated individual decision-making and 

profiling



(iii) Grounds for processing personal data

One of these must be present to process a data subject’s 
personal data:

• Consent of the data subject 
• Necessary for the performance of a contract 
• Legal obligation placed upon controller 
• Necessary to protect vital interests of the data subject 
• Carried out in the public interest or is in the exercise of official 

authority 
• Legitimate interest pursued by controller



(iii) The GDPR research exemption

Further processing for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes is 

not considered to be incompatible with the initial purposes

Appropriate safeguards, e.g.
• Data minimisation
• Pseudonymisation
• Technical and organisational measures
Principles 2 and 5 less strict:
• Purpose: further processing of personal data allowed (2)
• Personal data may be stored for longer periods (5)



How to share data obtained from participants in a 
legal and ethical way

1. Obtain informed consent, for data sharing and long-term 
preservation/curation

2. Protect identities through anonymisation and not collecting 
personal data for admin

3. Regulate access where needed (all or part of data) e.g. by 
group, use or time period

* Store personal or sensitive data securely and separately*
• (Utilise encryption and consider the storage location)



Consent



Consent for sharing – one more small step

• Engagement in the research process
• What activities are involved in participating in the project?

• Dissemination in presentations, publications, the web
• Consent for use of quotes for articles and video publicity

• Data sharing and archiving
• Consider future uses of data

Consent is always dependent on the research context



Timing and form of consent 

Advantage Disadvantage

Written 
consent

More solid legal ground, e.g. participant has 
agreed to disclose confidential info
Often required by Ethics Committees
Offers more protection for researcher (as they 
have written documentation of consent)

Not possible for some cases: infirm, illegal 
activities
May scare people from participating (or have 
them think that they cannot withdraw their 
consent)

Verbal 
consent

Best if recorded Can be difficult to make all issues clear 
verbally
Possibly greater risks for researcher (in 
regards to adequately proving participant 
consent)

Advantage Disadvantage

One-off consent: Participant is asked to 
consent to taking part in the research project 
only once

Simple
Least hassle to 
participants

Research outputs not known in 
advance
Participants will not know all info 
they will contribute

Process consent : Participant’s consent is 
requested continuously throughout the research 
project

Ensures ‘active’ 
consent

May not get all consent needed 
before losing contact
Repetitive, can annoy participants



Informed consent – research (1)

To obtain informed consent in practice, researchers should:

• Inform participants about the purpose of the research
• Discuss what will happen to their contribution (including the 

future archiving and sharing of their data)
• Indicate the steps that will be taken to safeguard their 

anonymity and confidentiality
• Outline their right to withdraw from the research, and how to 

do this



Informed consent – research (2)

• When seeking to obtain informed consent from participants, it 
is important for researchers to also consider the specific 
circumstances and needs of the participants

• This may mean, for example: pictures or diagrams are used on 
the consent form instead of using a lot of text or the consent 
form is translated into another language



Informed consent – data sharing (1)

• Gaining informed consent for data sharing is seen as 'one 
more small step' to gaining consent from participants to 
partake in a research project

• Adding the discussion of data sharing and archiving permits 
the participant to make an informed decision. This empowers 
them and puts them in charge of choosing whether they wish 
for their contribution to the research project – and their data –
to be available for use in future research projects



Informed consent – data sharing (2)

• The best way to achieve informed consent for data sharing is 
to identify and explain the possible future uses of their 
data and offer the participant the option to consent on a 
granular level

• For example, in a qualitative study, this may involve allowing 
the participant to consent to data sharing of the anonymised
transcripts, the non-anonymised audio recordings and the 
photographs





Informed consent form content

• Break down into 3 key areas:

I. Taking part in the study

II. Use of the information in the study

III. Future use and reuse of the information by others 



(i) Taking part in the study 



(ii) Use of the information in the study 



(iii) Future use and reuse of the information by 
others



Anonymisation



Identity disclosure

A person’s identity can be disclosed through:

• Direct identifiers
e.g. name, address, postcode, telephone number, voice, 

picture

Often not essential research information (administrative)

• Indirect identifiers – possible disclosure in combination with 
other information 
e.g. occupation, geography, unique or exceptional values 

(outliers) or characteristics



Anonymising quantitative data - tips

• Remove direct identifiers
e.g. names, address, institution and photos

• Reduce the precision / detail of a variable through aggregation
e.g. birth year instead of date of birth; occupational categories rather 
than job; and, area rather than village

• Generalise meaning of detailed text variable
e.g. occupational expertise

• Restrict upper lower ranges of a variable to hide outliers
e.g. income and age

• Combining variables
e.g. creating non-disclosive rural / urban variable from place variables



In practice: table (Finland)

Identifier type Direct 
identifier

Strong indirect 
identifier

Indirect 
identifier

Anonymisation method

Full name x Remove/Change
Email address x x Remove
Postal code x Remove/Categorise
Municipality of residence x Categorise
Municipality type x
Video file displaying 
person(s)

x Remove

Year of birth x Categorise
Age x Categorise
Gender x
Marital status x
Occupation (x) x Categorise
Employment status x
Ethnic group * (x) x Categorise/Remove
Crime or punishment * x Categorise/Remove



Anonymising qualitative data
• Plan or apply editing at time of transcription 

Except: longitudinal studies - anonymise when data collection complete 
(linkages)

• Avoid blanking out; use pseudonyms or replacements

• Avoid over-anonymising – removing / aggregating information in 
text can distort data or make it misleading 
(https://www.ukdataservice.ac.uk/deposit-data/stories/gush)

• Consistency within research team and throughout project

• Identify replacements, e.g. with [brackets]

• Keep an anonymisation log of all replacements, aggregations or 
removals made and keep it separate from anonymised data files

https://www.ukdataservice.ac.uk/deposit-data/stories/gush


Anonymising qualitative data

Example: Anonymisation log interview transcripts

Interview / Page Original Changed to
Int1
p1 Spain European 
p1 E-print Ltd Printing 
p2 20th June June
p2 Amy Moira
Int2
p1 Francis my friend

P31. Joan à Mary
P97. Carol à {Mother}
P34. Colchester à {Town in S.E.England}
P65. Welshpool High School à @@##High School##@@



In practice: example anonymisation



What about audio-visual data?

• Digital manipulation of audio and image files can remove 
personal identifiers

e.g. voice alteration and image blurring (e.g. of faces) 

• Labour intensive, expensive, may damage research potential of 
data

• Better alternatives:
• Obtain consent to use and share data unaltered for research 

purposes
• Avoid mentioning disclosing information during audio 

recordings



What if anonymising is impossible?

Anonymisation should be considered in the context of the 
whole project and how it can be utilised alongside, 

informed consent and access controls

• Obtain consent for sharing non-anonymised data
• Regulate or restrict user access



Access Controls



Managing access to data

• available for download / online access under open 
licence without any registrationOpen

• available for download / online access to logged-in 
users who have registered and agreed to an End 
User Licence (e.g. not identify any potentially 
identifiable individuals)

• special agreements (depositor permission; approved 
researcher)

• embargo for fixed time period

Safeguarded

• available for remote or safe room access to 
authorised and authenticated users whose research 
proposal has been vetted and who have received 
training

Controlled



Open where possible, closed when 
necessary



In practice: data with access conditions

Health and Social Consequences of the Foot and Mouth Disease 

Epidemic in North Cumbria, 2001-2003 (study 5407 in UK Data Archive 

collection) by M. Mort, Lancaster University, Institute for Health 

Research.

• Interviews (audio and transcript) and written diaries with 54 people

• 40 interview and diary transcripts are archived and available for re-

use by registered users (Safeguarded)

• 3 interviews and 5 diaries were embargoed until 2015 (Safeguarded 

– Embargoed)

• Audio files archived and only available by permission from 

researchers (Safeguarded – Special Agreement)

discover.ukdataservice.ac.uk/catalogue/?sn=5407

doc.ukdataservice.ac.uk/doc/5407/mrdoc/pdf/q5407userguide.pdf

http://discover.ukdataservice.ac.uk/catalogue/?sn=5407
http://doc.ukdataservice.ac.uk/doc/5407/mrdoc/pdf/q5407userguide.pdf


In practice: access & licensing ReShare

Use terms and conditions for open 
access data 

• Data files deposited as Open Data are 
licensed under the Depositors choice 
of one of two Creative Commons 
Attribution 4.0 licenses:

• CC-BY-NC-SA Creative 
Commons Attribution-NonCommercial-
ShareAlike 4.0 International

• CC-BY-SA Creative 
Commons Attribution-ShareAlike 4.0 
International (this licence allows for 
commercial use)

• ReShare emphasises that Creative 
Commons licenses can only be agreed 
to by the copyright holder(s) and 
should not be used if there are third 
party rights holders

http://creativecommons.org/licenses/
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/


In practice: access conditions ReShare



In practice: access conditions ReShare



In practice: access conditions ReShare



Questions

Contact Details:

Scott Summers
UK Data Service
University of Essex
ukdataservice.ac.uk/help/get-in-touch

https://www.ukdataservice.ac.uk/help/get-in-touch

