Example from Health Research Authority (HRA): 6
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Consent checklist (ICO)

Checklist

Asking for consent

O

O

OO0 00O

00 O0O0OD

We have checked that consent is the most appropriate lawful basis for
processing.

We have made the request for consent prominent and separate from
our terms and conditions.

We ask people to positively opt in.

We don’t use pre-ticked boxes, or any other type of consent by default.
We use clear, plain language that is easy to understand.

We specify why we want the data and what we’'re going to do with it.

We give granular options to consent to independent processing
operations.

We have named our organisation and any third parties.

We tell individuals they can withdraw their consent.

We ensure that the individual can refuse to consent without detriment.
We don‘t make consent a precondition of a service.

If we offer online services directly to children, we only seek consent if
we have age-verification and parental-consent measures in place.
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Informed consent checklist (ICO)

Informed consent

Request for consentis independent of other obligations or any other terms and conditions
Pre-ticked boxes or any other type of consent by default is not used

Language used is easy and clear to understand

Data subjects are beinginformed why the data is being collected and how it will be processed
Named organisation and any third parties

Included an affirmative statement indicating the right to voluntary participation

Included an affirmative statement indicating the right to withdraw

Included an affirmative statement indicating any potential risks

Included an affirmative statement indicating any potential benefits

Included an affirmative statement indicating information about data sharing and archiving

O 0O 0 0000000
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Take away message

* Do not collect personal data if it is not essential.

 Indicate clearly in a consent form where the participant’s consent is
being asked for processing their personal data and where consent is
being asked for taking part in the research.

» Keep consent forms under constant review.

« Different forms of consent for different materials, e.g. audio recordings
vs transcripts.

43



cont... Take away message

« As simple as possible and in easy language.

Avoid excessive warnings.
Indicate the future uses of data (publishing, archiving).

Indicate the steps that will be taken to safeguard anonymity and
confidentiality.

Remember, consent is NOT the only ground to process personal data.

GDPR does not apply if data is anonymised.

Different data sharing consent agreements for different types of research
data, e.g. less sensitive (survey) vs. highly sensitive (medical).
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Further resources

UK Data Service

« UKDS Model Consent Form —

« Example Information Sheet ;;Ei%}:’iﬁ'f;
» Consent for data sharing g
« DARIAH ELDAH Consent Form Wizard | CFW
« HRA Example Consent Form

« Regulating access to data

 Managing and sharing research data: A guide to good practise



https://ukdataservice.ac.uk/
https://ukdataservice.ac.uk/app/uploads/ukdaesrcinfosheet.pdf
https://ukdataservice.ac.uk/learning-hub/research-data-management/ethical-issues/consent-for-data-sharing/
https://consent.dariah.eu/form/dariah-eldah-consent-form-wizard
http://www.hra-decisiontools.org.uk/consent/docs/Example%201%20-%20Interval.pdf???
https://ukdataservice.ac.uk/learning-hub/research-data-management/data-protection/access-control/
https://uk.sagepub.com/en-gb/eur/managing-and-sharing-research-data/book262873

S |
Iﬁ/f UK Data Service

Thank you.

Dr Hina Zahid

UK Data Service

Email: hzahid@essex.ac.uk
Twitter: UKDataService
Twitter: hinaz2016
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