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What is meant by Intellectual Property (IP) rights?

* IP rights: Rights granted to creators and owners of works that are
the result of human intellectual creativity

* They include:
* Trade marks which distinguish goods and services
- Patents for new inventions
* Registered designs for the design of products

« Copyright for creative works such as books, paintings and
music




What is secondary data?




What rights might there be in research data?

Copyright Database rights




Copyright

« Copyright is an intellectual property right assigned
automatically to the creator.
» Copyright applies to:
« original literary, dramatic, musical or artistic works.
« sound recordings, films, broadcasts or cable programmes.
 the typographical arrangement of publications.




When my research data be protected by
copyright?

When data is created, shared & reused
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When my research data be protected by
copyright?
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What actions require permission?

« Permission is not required:

 Incorporation of the factual data in one’s own words in a structure of
one’s own.

« Making a copy (including a digital copy) and utilizing that copy for
one’s own research, as long as it is not made available to others.

 Citing from the research data.

* Permission is required:
* Inclusion of the research data in a publication.
« Sharing the research data with other people.

* Including the whole of the research data in a database of one’s own
that is also shared with other people.




Copyright and personal data

Where personal data is concerned:

* Permission from the person who has created the work is
required (the copyright holder).

* Permission from all the people whose personal data is in the
work is required. This includes opinions about people.
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Special considerations

* Who owns the right in research? )y N
« Social media data.
« Copyright in the international context.
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Special considerations!

Who owns the right?

. . e
 University or an employee? A T 'C’wmﬁfg'*?f
» University or a student? \w Qi_____fj? -
 Research funder or researcher? Jl

== ==
= -

» Collaborators in a research project?

« Best practise is to find out the ownership ASAP.
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How to find out who owns the IP rights?

The applicable national IP law.
IP policies of the university/PRI.

The individual contractual agreements among the university/PRI,
creators and sponsors.

Legal advise.

Failure to clarify rights can lead to unexpected limitations to:
e your research
* its dissemination
« future related research projects
 associated profit or credit.
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What is social media?

Internet-based or mobile applications which allow users to form online networks or communities.
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Social media data

« Usually obtained through the application programming
interfaces (APIs) of the social media platforms (directly or via
resellers)

* What does social media data includes?
* individual posts or tweets
e comments
* photos or videos
* networking connections or social interactions
- data on ratings
* interests
* likes or dislikes.
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Copyright and social media data

» Content is protected by copyright in the same way as books
and journals.

« Users have copyright for their own content (e. g. Tweets or
Facebook posts) .

« Agreement between the user and the social media platform
allows a site to freely use the work for a variety of purposes.

« Researchers need to abide by the terms and conditions of the
platforms or API developers.
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Challenges when sharing social media data:

Twitter

« Sharing of data is prohibited under Twitter's API terms of
service.

 Tweet IDs associated with each tweet, and account IDs
associated with each user can be shared.

« Data recreation from an archived twitter data can be a real
challenge.

« Content modification is not allowed, so the content cannot be
anonymised.
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Useful checklist (Source: UCL)

- Has Twitter been informed of the proposed work through the Developer API signup mechanism and has it
agreed?

- Is any access to Twitter proposed that does not use the API for retrieval (e.g. prohibited methods like
scraping)?

- Has the research team read and understood all of the terms that apply to their work?

- Is data to be retained locally? If so, how will this be synchronised sufficiently frequently to reflect the live
Twitter data?

- Is data to be shared? If so, does the research protocol for doing so comply with the terms of access?

- How is the informed consent of Tweeters to be gained (or what argument is being used to justify waiving this
requirement)?

- Does the informed consent of Subjects need to be considered and if so, how has it been?

- Is publication of individual Tweets anticipated? If so, what forms, process, and information will be used to
seek informed consent for publication from Tweeters (and if need be, Subjects mentioned in the Tweets?)?

- Is the intended analysis likely to derive or infer information in the restricted use cases?

- Are any other restricted activities (off-Twitter matching, profiling etc) proposed? If so, how is this justified to
balance the potential breach of contract?

- Has a DPIA been undertaken and data protection registration put in place?

- Does the work qualify as profiling under the GDPR?

- Has the safety of the researchers been appropriately considered given the topic and methods?

- Where a proposal being reviewed appears to be close to the edge of what is permitted, has legal advice
been sought on contract compliance?

- Is there a reputational risk to UCL through potential breach of contract?



https://www.ucl.ac.uk/data-protection/sites/data-protection/files/using-twitter-research-v1.0.pdf
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Copyright in the international
context
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A quick question

In which country you are carrying out
your research?
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Berne Convention (1886)

« Oldest and most important treaty, signed in 1886.

* One hundred and seventy-nine countries covered under
Berne Convention.
» Establishes minimum standards of protection:
* types of works protected
 duration of protection
» scope of exceptions
e limitations
 principles such as “national treatment”
* principles such as “automatic protection”.
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National variation in copyright law

« Country specific laws but built on International principles.

« Consensus on basic issues, but differences in:
 types of works covered (e.g. data sharing)
 duration (minimum terms set as life + 50 years)

» exceptions (fair dealing).
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National variation in copyright law (e.g, differences in copyright duration)

[ Life + 100 years
B Life + 99 years
B Life + 80 years
[ Life + 75 years
[7] Life + 70 years
Life + 60 years
[[] Life + 50 years

7] Berne Conventioniminimum:
life + 50 years except photos)

[[] TRIPS (minimum: life + 50 years)
[] Life + 30 years
[7] Life + 25 years

 Iesaacina SRR i Created by Balfour Smith, Canuckquy, Badged)



https://commons.wikimedia.org/wiki/File:World_copyright_terms.svg

Database rights

What is a Database?

A collection of independent works, data or other materials arranged in a systematic or
methodical way, accessible by electronic or other means.

How Database rights prevent your work?

The database right enables the owner to prevent others from extracting and/or re-
utilising all or a substantial part of the contents of their database.

What actions require permission?

* Reusing (i.e. publish or archiving) substantial portions of the database.
« Sharing information collected from the database.
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Best practices to ensure rights compliance

* Question to ask:
* Who the copyright holder of the datasets is?
* |f using databases, are there any database rights?

* Are there any database rights?
» Are you allowed to archive and publish them in a data repository?

* If not, you may need to seek for further permission to distribute
material you do not own - copyright clearance.

* |If permission is not granted, need to remove copyrighted
variables/material before publishing or sharing.
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Copyright scenario

A researcher has used secondary data sources for a research
project. He plans to share his data. The sources he used were:

* World Bank open data
* Microsoft Academics
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World Bank open data

Licenses

You are encouraged to use the Datasets to benefit yourself and others in creative ways.
You may extract, download, and make copies of the data contained in the Datasets, and
you may share that data with third parties according to these terms of use.

Unless specifically labeled otherwise, these Datasets are provided to you under a
Creative Commons Attribution 4.0 International License (CC BY 4.0), with the additional
terms below. The basic terms may be accessed here. When you download or use the
Datasets, you are agreeing to comply with the terms of a CC BY 4.0 license, and also
agreeing to the following mandatory and binding addition:




Microsoft Academics

Personal and Non-Commercial Use Limitation

Unless otherwise specified, the Services are for your personal and non-commercial use. You may not modify, copy, distribute, transmit, display, perform, reproduce, publish, license
create derivative works from, transfer, or sell any information, software, products, or services obtained from the Services,
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Resources

 Copyright (UK Data Service)
» Access levels/Licenses (UK Data Service)
» Variable information log template for secondary data users

Variable Information Log

Date data Brief description  Data collection

g Unit of analysis downloaded/obtained [ of the data method

*Please insert as many rows as needed.
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https://ukdataservice.ac.uk/learning-hub/research-data-management/rights-in-data/copyright/
https://ukdataservice.ac.uk/help/access-policy/types-of-data-access/
https://ukdataservice.ac.uk/learning-hub/research-data-management/document-your-data/data-level/data-documentation-secondary-sources/

Resources

 Copyright Fact sheet

 Working with volunteers: Copyright considerations

 Copyright and social media

« Copyright and open licensing- A guide

« CESSDA Data Management expert Guide
» Copyright (UK Data Service)

» Access levels/Licenses (UK Data Service)

* Variable information log template for secondary data users
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https://naomikorn.com/wp-content/uploads/2021/11/Copyright-Fact-Sheet.pdf
https://charitydigital.org.uk/resources/resources/digital-guide-working-with-volunteers-copyright-consideration
https://naomikorn.com/wp-content/uploads/2021/11/Copyright-and-Social-Media.pdf
https://www.joinbeyond.org/a-guide-to-open-licensing
https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/5.-Protect/Copyright/Diversity-in-copyright
https://ukdataservice.ac.uk/learning-hub/research-data-management/rights-in-data/copyright/
https://ukdataservice.ac.uk/help/access-policy/types-of-data-access/
https://ukdataservice.ac.uk/learning-hub/research-data-management/document-your-data/data-level/data-documentation-secondary-sources/

cont...Resources

 Orphan works diligent search guidance

» Copyright Scenarios (UK Data Service)

» Copyright Resources (UK Data Service)

« Other rights (UK Data Service)

« Useful checklist for using twitter data(Source: UCL)
 ONS checklist for social media data

« Berne Convention

« Salient features of copyright law in the EU

« CESSDA Data Management Expert Guide: European
Diversity in copyright
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https://www.gov.uk/government/publications/orphan-works-diligent-search-guidance-for-applicants
https://ukdataservice.ac.uk/learning-hub/research-data-management/rights-in-data/scenarios/
https://ukdataservice.ac.uk/learning-hub/research-data-management/rights-in-data/resources/
https://ukdataservice.ac.uk/learning-hub/research-data-management/rights-in-data/other-rights/
https://www.ucl.ac.uk/data-protection/sites/data-protection/files/using-twitter-research-v1.0.pdf
https://www.ons.gov.uk/aboutus/transparencyandgovernance/datastrategy/datapolicies/collectingandusingsocialmediaforstatisticsandstatisticalresearchpolicy
https://www.wipo.int/treaties/en/ip/berne/summary_berne.html
https://www.europarl.europa.eu/RegData/etudes/STUD/2018/625126/EPRS_STU(2018)625126_EN.pdf
https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/5.-Protect/Copyright/Diversity-in-copyright

Images sources

* https://blog.hubspot.com/marketing/online-survey-tips
» https://discourseanalysis-interviews.weebly.com/interview.html

e https://www.thebalancesmb.com/terms-of-use-and-policies-the-balance-smb-4847 37 8#toc-
terms-of-use

» http://clipart-library.com/terms.html

» https://www.romaniajournal.ro/terms-and-conditions/

» https://www.housemeasures.com/public-records-changing-home-values/

» https://smallbiztrends.com/2021/01/active-social-media-presence-business.html

» https://corporatefinanceinstitute.com/resources/knowledge/other/copyright/

» https://digital-strategy.ec.europa.eu/en/policies/protection-databases

» https://www8.gsb.columbia.edu/articles/brand-talk/new-research-insights-future-data-sharing

» https://www.dreamstime.com/royalty-free-stock-photography-facts-image10626857

» https://martech.org/whats-big-idea-3-fundamentals-successful-digital-creative/

» https://armls.com/notify-lister-vs-lister-permission-required

» https://depositphotos.com/70839799/stock-photo-funny-copyright-owner-man-with.html ‘
31



https://blog.hubspot.com/marketing/online-survey-tips
https://discourseanalysis-interviews.weebly.com/interview.html
https://www.thebalancesmb.com/terms-of-use-and-policies-the-balance-smb-4847378#toc-terms-of-use
http://clipart-library.com/terms.html
https://www.romaniajournal.ro/terms-and-conditions/
https://www.housemeasures.com/public-records-changing-home-values/
https://smallbiztrends.com/2021/01/active-social-media-presence-business.html
https://corporatefinanceinstitute.com/resources/knowledge/other/copyright/
https://digital-strategy.ec.europa.eu/en/policies/protection-databases
https://www8.gsb.columbia.edu/articles/brand-talk/new-research-insights-future-data-sharing
https://www.dreamstime.com/royalty-free-stock-photography-facts-image10626857
https://martech.org/whats-big-idea-3-fundamentals-successful-digital-creative/
https://armls.com/notify-lister-vs-lister-permission-required
https://depositphotos.com/70839799/stock-photo-funny-copyright-owner-man-with.html
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Thank you.

Dr. Hina Zahid
hzahid@essex.ac.uk

datasharing@ukdataservice.ac.uk
Twitter: @hinazahid2016
@UKDataService
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