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My organisation: the UK Data Archive

• Department of the University of Essex

• Running ESRC’s ‘Data Bank’ since 1967

• Leads the national UK Data Service for ESRC

• Over 50 years of curating and providing access to data 

for research and teaching

• A Trusted Digital Repository (TDR), accredited to 

ISO27001 Info Security Management standard, Digital 

Economy Act Processor application in process

• Work closely with research funders and key data 

producers /institutions: research centres; UK NSIs, govt 

departments, British Library etc.



Health data

UK government surveys 
• Health Survey for England, Adult Psychiatric Morbidity Study etc.

ESRC birth/cohort & longitudinal studies incl.
• National Child Development Study (NCDS): 1958+

• 1970 British Cohort Study (BCS): 1970+

• Millennium Cohort Study (MCS): 2000+

• English Longitudinal Study of Ageing (ELSA): 2002

• Understanding Society (UKHLS): 2009+

• Growing Up in Scotland (GUS)

MRC, Wellcome Trust, CRUK 

• MRC cohorts: Whitehall II –available soon

• legacy clinical trials



Longitudinal & cohorts studies: linked data

Linked data
Administrative records, 
biomarkers/genetics, actigraphy, smart 
meters, pollution, BAN etc. 

https://www.researchgate.net/figure/Data-Abstracted-From-

Hospital-Records_tbl1_7663074

https://www.elprocus.com

/ban-body-area-network/

http://www.actigraphy.com/solutio

ns/actiwatch/actiwatch2.html

https://knowgenetics.org/snps/

https://knowgenetics.org/snps/


Spectrum of Access: UK Data Service

Open • No disclosure risk

• Open licence; few restrictions on reuse

Safeguarded
• Zero to low disclosure risk

• User agreement

• Authentication, authorisation & auditing

Controlled
• Disclosure risk/personal data/legal gateway

• Authentication, authorisation & auditing

• Added safeguards (Five Safes)



Access points at UK Data Service

Whole studies can be made available as multiple 

datasets under different access conditions, with DOIs

Controlled Access: detailed geographies of locations and 

variables deemed too sensitive for standard release 



Fives Safes Framework

Fives Safes enables safe access to data that meet 

the needs of data protection yet fulfils the demands 

for open science and transparency

• Safe data - treat data to protect confidentiality

• Safe people - educate researchers to use data safely

• Safe projects - research projects for ‘public good’

• Safe settings – Secure Lab environment for personal data 

• Safe outputs – Secure Lab projects outputs screened

5 Safes Animation

https://www.youtube.com/embed/Mln9T52mwj0
https://www.youtube.com/embed/Mln9T52mwj0


Backdrop to Safe Health Researcher: fusion







Training areas covered
Research Data Management & 

Sharing Training

Safe Researcher Training 

(SRT)

Topics – all areas of social science 

and health

Topics – limited to economics

Legal, ethical, consent and 

confidentiality

Data management skills, data 

cleaning (QAMyData) data 

documentation

Safe Data: input disclosure review, 

(sdcMicro), anonymization, access 

pathways

Safe People - Good research 

conduct, Safe Settings behavior, 

Creating Safe Outputs

Safe storage and transfer: 

encryption

Reproducibility – good code



Exploring combined training aspects

Focuses on the data lifecycle

Training combines expertise in: 

research data management /sharing

 Safe Data

 Safe Projects

and

AR Safe Researcher Training (SRT)

 Safe People

 Safe Settings

 Safe Outputs



Input sdc for data publishing

https://www.ons.gov.uk/file?uri=/methodology/methodologytopicsandstatisticalconcepts/disclosure

control/healthstatistics/proceduresforthereleaseofcancermicrodatatcm77252515.pdf

+
Sdc Micro 

combinations:

k anonymity

Goal = risk 

vs. utility



Accredited Researcher status

Social /economic sciences: Accredited Researcher concept

 Data owner requirement e.g. ONS, ESRC

 Experience/expertise

 Good attitude/applies common sense

 Have understanding of disclosure risk and producing Safe Outputs

 Attend a one-day training course and pass a test

Medical research: focus on ‘bona fide researcher’ concept*

• the professional expertise and experience to conduct bona fide 

research 

• a formal relationship with a bona fide research organisation that 

requires compliance with appropriate research governance and 

management systems

* https://mrc.ukri.org/documents/pdf/data-sharing-from-population-and-patient-studies/

https://mrc.ukri.org/documents/pdf/data-sharing-from-population-and-patient-studies/


Creating releasable research

outputs

Primary Disclosure: Threshold Rule 

• No counts/cells with less than <n> units

• Different data providers apply different thresholds e.g. 

commonly 10

• Aggregation protects against subtraction attacks or 

differencing (multiple outputs)

Secondary Disclosure

e.g. small number in rare diseases

Handbook best practice on Safe Outputs:
https://ukdataservice.ac.uk/media/622521/thf_datareport_aw_web.pdf

https://ukdataservice.ac.uk/media/622521/thf_datareport_aw_web.pdf




Safe Health Researcher Training

 Concept aimed at data managers whose role it 

is to manage disclosive data and its access

 Interest from health data managers, data 

governance folk, and safe haven administrators

 See benefits from 5 Safes Framework lifecycle 

training

 Value better understanding of disclosure 

review, appropriate data access pathways and 

risk in research outputs



Case study 1: sharing clinical trials data

• MRC, Wellcome Trust, CRUK bought into into 

metadata portal (Clinical Study Data Request)

• Desire to archive legacy trials – little take up

 Explored running day training sessions with clinical 

trials data managers 

• London School of Hygiene and Tropical Medicine

• Cochrane Collaboration, early Childbirth group, Liverpool



Case study 2: Sharing legacy MRC cohorts

 Expensive per centre 

 Few research-ready datasets

 Little potential for reproducibility, no DOIs

 Over-reliance on Safe Projects

 Limited, but increasing use of Safe Settings

 Little or no use of Safe Data or Safe People

 Benefit from 5 Safes Framework approach

 Training ALSPAC Jan 2020



Case study 3: THF and CRUK

• The Health Foundation, Cancer Research UK

• Running SRT style Safe Outputs training with health 

research examples, plus some data awareness for non 

academics 



Training platform: aspirations

 Collaborative model for health research

 Experts are early adopters of 5 Safes, safe haven 

administrators and RDM, data curation/publishing

 Use of the Safe Data Access Professionals group

 Run growing ‘community’ group, website and 

events

 Build on successful handbook on Outputs

 Deliver training and syllabus advice

 Offer consultancy/trainers



Thanks

Richard Welpton, THF for his continuing inspiration on 5 

Safes and running the SDAP group

Simon Parker and Iannis Kotrotsios, CRUK for their 

expertise and enthusiasm in health data safe haven work

Our Secure Lab team at Essex: Chris Woods, James 

Scott, Valerja Kolbas and Beate Lichtwardt for training 

Safe People and processing Safe Outputs



ukdataservice.ac.uk

http://ukdataservice.ac.uk/manage-data.aspx


Keep connected

Copyright, University of Essex, 2019

corti@essex.ac.uk
UK Data Service
University of Essex, Colchester, UK
UKdataservice.ac.uk

Subscribe to UK Data Service list: 
www.jiscmail.ac.uk/cgi-bin/webadmin?A0=UKDATASERVICE

Follow UK Data Service on Twitter: @UKDataService, @UKDSRDM
Youtube: www.youtube.com/user/UKDATASERVICE

mailto:corti@essex.ac.uk
https://www.jiscmail.ac.uk/cgi-bin/webadmin?A0=UKDATASERVICE
http://www.youtube.com/user/UKDATASERVICE


Clinical trials data managers workshop

http://blog.ukdataservice.ac.uk/get-to-it-clinical-data/

http://blog.ukdataservice.ac.uk/get-to-it-clinical-data/


Survival Analysis: Kaplan Mayer curve

• Graphical 

representation of 

survival

• Shows number of 

observations 

‘surviving’ at each 

time point

• Each step – single 

individual or group of 

people

• ‘N’ at each step must 

meet threshold

• Could band the step 

changes

• Or remove the axes 

scales

• Careful when rare 

disease


