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SERL infrastructure in 6 icons
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Participant Portal

* Participant Portal live in August
on Amazon Web Services
https://serl.ac.uk/portal

* All data encrypted and site has
been pen tested

* Currently holding around 1700
consent records

e AWS “Serverless” architecture
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https://serl.ac.uk/portal

AWS “Serverless” architecture

HTML, CSS, JavaScript, etc.
A\

AWS Amplify

@1@

Amazon Cognito

'

Authenticate
Web Browser

Dynamic API Calls
over HTTPS

Amazon API AWS Lambda Amazon DynamoDB
Gateway

o Static Web Hosting 9 User Management 9 Serverless Backend o RESTful API

AWS Amplify hosts Amazon Cognito Amazon DynamoDB JavaScript executed
static web resources provides user provides a in the browser
including HTML, management and persistence layer sends and receives
CSS, JavaScript, and authentication where data can be data from a public
image files which functions to secure stored by the APl's backend API built
are loaded in the the backend API. Lambda function. using Lambda and
user's browser. AP| Gateway.
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Hadoop at the heart of the data store

e HDP - Hortonworks Data Platform 3.1

* Hadoop is a suite of different products (like Office is a suite of Excel, Access,
Word, Powerpoint, Publisher etc.)
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INTEGRATION TOOLS SECURITY OPERATIONS

Data Lifecycle & Zeppelin Ambari User Views

Administration Prowsu:lnmg
Governance Authentication Managing, &
Authorization Monitoring
DATA ACCESS Auditing Data
Atlas Protection )
. Ambari
Falcon Batch Script saL NoSQL Stream Search In-Mem  Partners
Mdap Pig Hive HBase Storm Solr Spark  Db2 Big Ranger Cloudbreak
Reduce : saL
Druid  Accumule Knox ZooKee
per
Data Workflow Phoenix HAWQ
HDFS Encryption
Sqoop Slider Scheduling
Flume YARN: Data Operating System Oozie
Kafka
NES HDFS
Hadoop Distributed File System
WebHDFS

DATA MANAGEMENT

eJ::*"-%e¢ SMART ENERGY
or: o9 RESEARCH LAB
...c'o ®

uuuuuuuuuuuuuuuuuuuuuuuu



The bits of Hadoop we are using
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* On top of HBase, we use JanusGraph for querying
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Technical Infrastructure — data ingest (1)
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Technical Infrastructure — data ingest (2)

* Once DCC schedules are
set up, smart meter data
is retrieved daily over a el
secure, encrypted
connection

SERL Core
Database

—s

- IPSec VPN across .

Public internet

CGI Firewall

CGI SOL interface m
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m [ DCC|Network
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Household smart
meters
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Building capacity

DCC A T T T
T Gateway

* Load Balancing

h A
d
Spreading the data ingest Load Balancer | (O)
load over more machines

more machines
can be added as
necessary

d

SERL Observatory Database Cluster
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Building resilience

CPU Usage Gauge [Metricbeat System] ECS Memory Usage Gauge [Metricbeat System... Load Gauge [Metricbeat System] ECS Inbound Traffic [Metricbeat System] ECS Outbound Traffic [Metricbeat System] ECS Packetloss [Metricbeat System] ECS

* Dashboards |

Swap usage [Metricbeat System] ECS Memory usage vs total [Metricbeat Syste... Number of processes [Metricbeat System]... Disk used [Metricbeat System] ECS Disk Usage [Metricbeat System] ECS

e Alerting systems ’ e 277 | (=

CPU Usage [Metricbeat System] ECS System Load [Metricbeat System] ECS

778B/s 2.9KB/s

. 4.5%

e ﬁ
nice \ ﬁ A ﬁ \A “ ) 15m 042
A | A AA ARA
» irq 0% : »/ﬁ,’ L‘/L\r. Yy /‘V\ﬂ "va\. VIV YW VRV Y
softiq  0.018%
per 5 minutes I M40 per 5 minutes

Memory Usage [Metricbeat System] ECS Disk I0 (Bytes) [Metricbeat System] ECS
Used 716.7MB reads

Cache 811.6MB ® writes

Free 6.1GB

per 5 minutes per 5 minutes
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Inbound data challenges

<?xml wversion="1.0" encoding="UTF-8" standalone="yes"32:>
{%<5DLRESEDHSE schemaVersion="3.0" xmlns="http://www.cgi.com/DocAdapter/S0L/ServiceResponse" »

. . <Header>
® N Ot J u St rea d I ngs ! <ResponseCode>I0</ResponseCodes

<ResponselDateTime>2020-03-05T03:13:33.954F</REesponseDateTimsex
o . B < /Header>
* Duplicate postings § <eoan>

= <ResponseMessage>
. . . <ServiceReferenceVariant>D.T7.3</ServiceReferenceVariants>
® IVI g p t g = <ProcessDataDCCL>
I SS I n OS I n S «DevicelD:0F-C1-75-FF-FF-DF-43-B4</DevicelD:>

<DS5PScheduleID>32345</D5P5cheduleID:>

° Vendor-speCifiC issues i {:Dcciézé;zerttnd DCCAlercCode>

- «/DCChlercs

b </ProcessDatalCCL>
= </ResponseMessage>

- </ Body>

- </ 50LEesponse:
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DCC data challenges

* As one of the first “Other User” clients, we are subject to
significant teething challenges

 Battling “Alert storms” from the DCC — at one point 2/3 of the
postings were alerts — 14,000 in addition to the 7000 postings
we were expecting. The DCC have now rectified this.

* Historic data has been problematic — meter devices were to
cope with one call for 13 months historic data: it was to break
this down into 13 individual monthly calls.

* The reality has been different — many devices will not return
data for a request for in excess of 2 days of data.

* Creates verbose workflows which run-up against restrictive (in
our opinion) thresholds set on the DCC Adapter
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Technical Infrastructure — Researcher Portal

#2545 SMART ENERGY

35,3 RESEARCHLAG Dashboard Data resources Projects  Secure labs Data product builder ~ Submissions Searches 2 Darren Bell
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Q2 Researcher Portal development underway

* Datasets Browse and Submit Project functionality completed so far
https://serl.ac.uk/researcherportal

SMRP Researcher Porta x + - a X

& C' @ localhost:300

SMART ENERGY

RESEARCH LAB & Logout
Library Create new project SUBMIT FOR APPROVAL SAVE CHANGES CANCEL
Data Key Information ~

Documents
o @ Research Project O Exploratory Analysis
My Workspace Application Type

Projects

Title Title of research project

dd/mm/yyyy |
Project start

dd/mm/yyyy (]
Project end

AR number f you have an Accredited Research number, please enter it here

To become an Accredited Researcher, please complete the Accredited Researcher application
form available on the UK Statistics Authority website

NB The project lead 2

& ted Researche
Status and an associated Al

£ Tune here ta search
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https://serl.ac.uk/researcherportal

Key activities in Q2/Q3

* Onboarding full complement of weather data

* Addition of tariff data to researcher datasets
 Completed historic data collection (extremely onerous)
* First static datasets generated for UKDA Secure Lab

* Implementing infrastructure for cloud-based secure desktops
(Amazon Workspaces)

* Optimizing workflows for CoT/WoC
* Optimizing workflows for Reporting
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Key activities in Q3

* Wave 2 Onboarding and scaling up for 5k households
* Ingest of Covid-19 survey from Qualtrics
e Researcher Portal MVP

* Complete technical documentation

* Possibly more SENS data
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