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Overview of the session
• Safeguarded data
• Breaches
• Is my project eligible for homeworking?
• How do I request home access for Special 

Licence projects?
• What training is appropriate?
• How do I request home access for SecureLab 

projects?
• Do’s and Don’t’s
• Questions?
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Safeguarded data as defined in the Licence 
Compliance Policy:

• Suitable for data that are neither classified as Personal Data 
nor Personal Information but where there is a potential 
residual disclosure risk. These data are effectively 
anonymised. Exceptions may apply. 

• Use of data is subject to the UK Data Service End User 
Licence Agreement.  

• These data are made available to registered, authenticated 
users, and where appropriate, additional conditions and 
agreements are put in place.
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https://ukdataservice.ac.uk/app/uploads/cd142-licencecompliancepolicy.pdf
https://ukdataservice.ac.uk/app/uploads/cd142-licencecompliancepolicy.pdf


Additional conditions to access the data
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Breaches
In some cases, there is little, if any, discretion about the penalty 
to be imposed. 

• Retraining. 
• Temporary suspension from access to specific data and/or the 

UK Data Service. 
• Permanent suspension from access to specific data and/or the 

UK Data Service. 
• Removal of access to funding, e.g. by the Economic and 

Social Research Council. 
• Civil proceedings. 
• Criminal proceedings, which may lead to a fine or 

imprisonment.
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Is my project eligible for homeworking?

Special Licence
• You can find out for yourself if the datasets on your project are 

eligible for homeworking by visiting the UK Data Service website.

Secure Access
• To find out if your project is eligible for homeworking, please contact 

us via email at secure.applications@ukdataservice.ac.uk

Both types of access requires an institutional device, managed by 
your organisation, as well as a secure connection method like an 
institutional VPN.
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https://ukdataservice.ac.uk/help/homeworking/safeguarded-special-licence-faqs-and-permitted-datasets/
mailto:secure.applications@ukdataservice.ac.uk


Special licence: What have you already done?

• Checked if you are eligible to use the Special Licence 
Datasets

• Submitted your Special Licence Application 
• Submitted any Additional Researcher Applications (if 

applicable) 
• Had your application screened by the Access Team 
• Had your project approved by the Data Owner
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How do I request home access for Special 
Licence projects?
• Users must complete, sign, and return the appendix in the 

Special Licence User Agreement, where they will need to 
agree to and comply with additional conditions of use. 

• Use of data from home not listed will constitute a breach of 
your user agreements.  Failure to comply with the conditions 
or accessing data from home will be managed in accordance 
with the UK Data Service Licence Compliance Policy (PDF).

• Your main application form must also reflect working at home 
in the section titled “Measures in Place”.
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https://ukdataservice.ac.uk/app/uploads/cd142-licencecompliancepolicy.pdf


What training is appropriate?

• We expect a course that covers information security 
awareness.

• Often these are an online institutional course such as 
Information Security Essentials.  

• These are often required by your institution to be taken and 
passed once a year.

• Safe Researcher Training does not cover this.
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SecureLab: What have you already done?

• Submitted your SecureLab Application 
• Submitted any ESRC Accredited Researcher Applications (if 

applicable – Non-ONS data applications) 
• Submitted a Secure Access User Agreement
• Had your application screened by the Access Team 
• Had your Ethics checked (if applicable – ONS/SERL applications)
• Completed Safe Researcher Training
• Had your project approved by the Data Owner
• Had your institutional device approved to access the data in your 

workplace
• Checked if the Secure Access Datasets are eligible for 

homeworking
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How do I request home access for SecureLab 
projects?
Not all SecureLab projects are eligible for homeworking
When you request home access, it is a request for your own 
individual access.
• Once you’ve been told your project is eligible, we will ask you 

to fill out the appropriate homeworking form.  Each person on 
the project who requires homeworking will need to complete 
this.

• Technical checks on your computer and network may be 
required, depending on the dataset.
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Changes in circumstances

• Institution/organisation
• Technical Device
• IP address
• Office/department/building 
• Team Members 
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Do’s and Don’ts

• DO use an institutional VPN (e.g.,Global Protect) on your 
institutional device.

• DON’T access projects in the SecureLab environment that 
you don’t have homeworking permission for.

• DO maintain the privacy of your data access at home, e.g. 
lock your screen and where possible lock away devices

• DO refer to the Research Data Handling and Security Guide 
for Users

• DO get in touch with us if you have any problems connecting 
from home.
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https://ukdataservice.ac.uk/app/uploads/cd171-researchdatahandling.pdf
https://ukdataservice.ac.uk/app/uploads/cd171-researchdatahandling.pdf


Useful links in one place:

• End User Licence Agreement 
• Research data handling and security guide for users
• Licence compliance policy 
• Safeguarded Special Licence: Working from home FAQs and 

permitted data collections
• SecureLab: Working from home
• Helpdesk
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https://ukdataservice.ac.uk/app/uploads/cd137-enduserlicence.pdf
https://ukdataservice.ac.uk/app/uploads/cd137-enduserlicence.pdf
https://ukdataservice.ac.uk/app/uploads/cd171-researchdatahandling.pdf
https://ukdataservice.ac.uk/app/uploads/cd171-researchdatahandling.pdf
https://ukdataservice.ac.uk/app/uploads/cd142-licencecompliancepolicy.pdf
https://ukdataservice.ac.uk/app/uploads/cd142-licencecompliancepolicy.pdf
https://ukdataservice.ac.uk/help/homeworking/safeguarded-special-licence-faqs-and-permitted-datasets/
https://ukdataservice.ac.uk/help/homeworking/safeguarded-special-licence-faqs-and-permitted-datasets/
https://ukdataservice.ac.uk/help/homeworking/safeguarded-special-licence-faqs-and-permitted-datasets/
https://ukdataservice.ac.uk/help/homeworking/securelab-working-from-home/
https://ukdataservice.ac.uk/help/homeworking/securelab-working-from-home/
https://beta.ukdataservice.ac.uk/help
https://beta.ukdataservice.ac.uk/help


Register for the UK 
Data Service

beta.ukdataservice.ac.uk/myaccount/login ukdataservice.ac.uk/training-events/
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UK Data Service 
training and events



Thank you.
help@ukdataservice.ac.uk
secure.applications@ukdataservice.ac.uk
+44(0)1206 872143

UK Data Service: Get in Touch
BlueSky
LinkedIn
Newsletter
Data Impact Blog
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mailto:help@ukdataservice.ac.uk
mailto:secure.applications@ukdataservice.ac.uk
https://ukdataservice.ac.uk/contact/get-in-touch/
https://bsky.app/profile/ukdataservice.bsky.social
https://www.linkedin.com/company/uk-data-service/
https://ukdataservice.ac.uk/news/
https://blog.ukdataservice.ac.uk/
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