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Publishing data – access controls 

• Publishing data in a data repository does not 

automatically make them openly accessible 

• Data can be protected where needed by limiting access 

to the data 



Data Access Policy: our spectrum 

• No risk 

• Open licence 

• Almost no restrictions on reuse 
Open 

• Low risk 

• Authentication and authorisation: 
registered user and agree to End User 
Agreement 

Safeguarded 

• Risk 

• Requires project approval, user 
vetting and training 

• Access via a safe haven and output 
checking 

Controlled 



Access points at UK Data Service 

One survey deposited and made available as multiple 

datasets under different access conditions 

Controlled Access: detailed geographies of 

respondents’ locations and variables deemed too 

sensitive for standard release  



Strategy for enabling safe access 

Fives safes enables safe access to data that 

meet the needs of data protection. Yet fulfils the 

demands for open science and transparency 

 

• Safe data - treat data to protect confidentiality 

• Safe people - educate researchers to use data safely 

• Safe projects - research projects for ‘public good’ 

• Safe settings – Secure Lab system for sensitive data  

• Safe outputs – Secure Lab projects outputs screened 

 

5 Safes Animation 

 

 

https://www.youtube.com/embed/Mln9T52mwj0
https://www.youtube.com/embed/Mln9T52mwj0


Controlled access in practice 

• Controlled access requires: 

• Approved/Accredited Researcher application = 

SAFE PROJECT 

• User Agreement signed by researcher and their 

institution = SAFE PEOPLE 

• Face-to-face training session = SAFE PEOPLE 

• Secure access via: remote desktop or safe room = 

SAFE SETTING 

• Outputs checked = SAFE OUTPUTS 

 

 



Safeguarded data – conditions of access 

• Most common licence choice 

• Register with us - UK Federation 

• Agree to an End User Licence (EUL) 

 Appropriate data usage, e.g. not re-identify data 

 Full citation of data  

 Informing us of re-use outputs 

• Click ‘Download/Order’ from catalogue 

• Specify a project for which the data are to be used 

• Download data in choice of formats 



Licensing data 

• What can users do 

• Specify rights to keep and rights to waive for future use 

• Think about IPR: you can only licence data you own 

• Think about funder expectations re. openness of data 

• Think about journal expectations  

 



http://ufal.github.io/public-license-selector/ 



Rights, licensing and usage conditions 

• Rights and ownership? Establish who owns what 

• Questions to ask: 
• If used secondary source, have you gained permission to 

republish? Did you purchase data? 

• The Nagoya Protocol on Access to Genetic Resources –  

benefit sharing; duty to cite traditional knowledge 

• Can you sign a licence on behalf of rights owners 

• Key CGIAR donors mandate publications /data be made 

open under the most permissive Creative Common 

Licenses (CC-BY) 
• Widely adopted, easy to understand and well-suited to 

data 

• If you wish to share more disclosive data, prepare own 

data sharing agreement and access procedures 

https://www.cbd.int/abs/
https://creativecommons.org/share-your-work/
https://creativecommons.org/share-your-work/
https://creativecommons.org/share-your-work/
https://www.youtube.com/watch?v=HKfqoPYJdVc


In practice: data with access conditions 

Health and Social Consequences of the Foot and Mouth Disease 

Epidemic in North Cumbria, 2001-2003 (study 5407 in UK Data Archive 

collection) by M. Mort, Lancaster University, Institute for Health 

Research. 

• Interviews (audio + transcript) and written diaries with 54 people 

• 40 interview and diary transcripts are archived and available for re-

use by registered users 

• 3 interviews and 5 diaries are embargoed until 2015 

• audio files archived and only available by permission from 

researchers 

 

discover.ukdataservice.ac.uk/catalogue/?sn=5407  

doc.ukdataservice.ac.uk/doc/5407/mrdoc/pdf/q5407userguide.pdf  

 

http://discover.ukdataservice.ac.uk/catalogue/?sn=5407
http://discover.ukdataservice.ac.uk/catalogue/?sn=5407
http://discover.ukdataservice.ac.uk/catalogue/?sn=5407
http://discover.ukdataservice.ac.uk/catalogue/?sn=5407
http://doc.ukdataservice.ac.uk/doc/5407/mrdoc/pdf/q5407userguide.pdf


In practice: access conditions ReShare 



In practice: access conditions ReShare 



In practice: access conditions ReShare 



In practice: access conditions ICRAF 

dataverse 



Summary: sharing data safely 

• Maximise opportunities for reuse 

• Treat data to enable the widest possible access (de-

identify) 

Open where possible - closed where necessary 

• Limit access to personal data; but where needed, set up 

methods for enabling appropriate access 

• Check data for any rights issues prior to publication 

 

 



What’s new with GDPR 

• Checking that our EUL and Use Terms & Conditions are 

clear and explicit and in plain language 

• Example: http://reshare.ukdataservice.ac.uk/legal/  

 

http://reshare.ukdataservice.ac.uk/legal/
http://reshare.ukdataservice.ac.uk/legal/

