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Why?

3

Data 
Depositor

• Transparent 
disclosure 
risk 
methods.

Data 
Curator

• Allows 
increased 
volume of 
data. 

Researcher 
•Reduce time to 
access data.

•Reduce 
workload.



How?
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Concept 
Tagging

•Semantic and 
sensitivity 
concepts using 
machine 
learning.

Enhanced 
Combination 
Frequency 

Calculations

•Powerful 
machine-level 
computation 
using enhanced 
sdcMicro.

Mitigations
•Enhanced 
metadata e.g. 
DDI-CDI and 
ontological 
hierarchies.



Concept Tagging
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• Input features derived from:
• Variable name.
• Variable label.
• Question text.
• Variable group and subgroup.

• Multiple models:
• Model per variable group, e.g., Standard Occupational 

Classification.
• Sensitivity model.

• Machine Learning Methods:
• FastAI: language based model.
• SVM: Support Vector Machines.
• KNN: K-Nearest Neighbour.



Enhanced Combination Frequency Calculations
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• The existing tool we use is sdcMicro:
• GUI would not allow load of dataset as large as QLFS.
• With scripting – possible but quite slow.
• We have achieved 3-fold performance improvements by 

using C++ bitmask operations in place of the original R code.
• Makes real-time disclosure analysis feasible.



Enhanced Combination Frequency Calculations II
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A B C
0 22 77 44
1 33 77 66
2 22 77 -9
3 22 77 55
4 33 77 44
5 33 77 44
6 11 88 -9
7 22 -9 44

fk
3
1
4
2
2
2
1
3

Tested with the Quarterly Labour Force Survey 
~96,000 rows.

10 key variables.

2-, 3- and 4-way combinations = 375 permutations
36 million rows in total.

~5s to compute the bitmasks*.

~15s to compute the fk frequency counts for all 
combinations*.

~240s to compute weighted Fk as well.

* Intel core i7-12700H, 32 GB.



Population-level Combination Frequencies
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• Traditional Disclosure Risk Analysis (DRA) has 
relied on ‘data experts’.

• We’re currently exploring the feasibility of using 
Census aggregate data to inform automated DRA.

• Population-level combination frequencies can be 
checked when sample frequencies are low.

• Demo to illustrate this.



Mitigations
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• Our Data Product Builder aims to offer metadata 
driven mitigations:

• Top/Bottom coding examples:
• Age top and bottom coding.
• Salary top-coding. 

• Rebanding examples:
• Broader geographical concept.
• Broader occupation concept.
• Broader ethnicity concept.



DEMO
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UKDS Data Product Builder cont..
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?

Any questions?



Thank you.
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