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Presentation overview

• UK Data Service
• Data sharing – background
• Consent
• Anonymisation
• Access
• Copyright
• Documentation and depositing shareable data
• Our tools and templates
• Your questions



UK Data Service



What is the UK Data Service?

• A comprehensive resource funded by the ESRC

• A single point of access to a wide range of secondary social 
science data 

• Support, training and guidance



What does the UK Data Service do?
• Put together a collection of the most valuable data and 

enhance that over time

• Preserve data in the long term for future research purposes

• Make the data and documentation available for reuse

• Provide data management advice to data creators

• Provide support for users of the service

• Provide information about the use to which data are put

• Easy access through a website - ukdataservice.ac.uk



Data Sharing



Data Sharing Background

• Data sharing is fast becoming a new paradigm in research 
across all disciplines, providing benefits to individual 
researchers, institutions, funders and more

• Many funders and academic publishers now specify 
requirements for data handling, including the formulation of a 
data management plan 

• Good research data management habits are essential to 
creating data that are suitable for sharing



Why is it important to manage research data 
well?

• Data creation in research is often expensive

• Data is the cornerstone of research

• Good quality data leads to good quality research

• Data underpins published findings

• Enables compliance with ethical codes, data protection laws, 
journal requirements and funder policies

• To protect data from loss, destruction and potential exposure



ESRC Research Data Policy 

• 9 Principles 
• Expectation that ESRC data are made available for 

future reuse
• Deposit with the UK Data Service or with a data 

repository that complies with the FAIR principles

• FAIR Data Principles 
• Make data – Findable, Accessible, Interoperable and Re-

usable

http://www.esrc.ac.uk/files/about-us/policies-and-standards/esrc-research-data-policy/
https://www.force11.org/group/fairgroup/fairprinciples



How to share data obtained from 
participants in a legal and ethical way

1. Obtain informed consent, for data sharing and long-
term preservation/curation

2. Protect identities through anonymisation and not 
collecting personal data for admin

3. Regulate access where needed (all or part of data) e.g. 
by group, use or time period

* Store personal or sensitive data securely and separately*
• (Utilise encryption and consider the storage location)



Consent



Consent is needed across the data life cycle

• Engagement in the research process
• Decide who approves final versions of transcripts

• Dissemination in presentations, publications, the web
• Decide who approves research outputs

• *One more small step* - Data sharing and archiving
• Consider future uses of data



Informed consent for data sharing
• Consent needs to be freely given, informed, unambiguous, 

specific and by a clear affirmative action that signifies 
agreement to the processing of personal data

• The best way to achieve informed consent for data sharing is to 
identify and explain the possible future uses of their data and 
offer the participant the option to consent on a granular level

• For example, in a qualitative study, this may involve allowing the 
participant to consent to data sharing of the anonymised 
transcripts, the non-anonymised audio recordings and the 
photographs

• Consent should be documented



In practice: wording in consent forms / 
information sheets

We expect to use your contributed information in various outputs, 
including a report and content for a website. Extracts of interviews 
and some photographs may both be used. We will get your 
permission before using a quote from you or a photograph of you.  
After the project has ended, we intend to archive the interviews at 
…. Then the interview data can be disseminated for reuse by other 
researchers, for research and learning purposes. 

The interviews will be archived at ……. and disseminated so 
other researchers can reuse this information for research and 
learning purposes:
q I agree for the audio recording of my interview to be 

archived and disseminated for reuse
q I agree for the transcript of my interview to be archived and 

disseminated for reuse
q I agree for any photographs of me taken during interview to 

be archived and disseminated for reuse



In practice: wording in consent forms / 
information sheets



In practice: wording in consent forms / 
information sheets

ukdataservice.ac.uk/manage-data/legal-ethical/consent-data-sharing/consent-forms.aspx

Once a dataset is truly anonymised
and individuals are no longer 
identifiable, European data 
protection law no longer applies –
Article 29 Working Party 

Question: In practice can we ever 
truly anonymise data? 



Anonymisation



Anonymising quantitative data

• Direct and indirect identifiers 

• Remove direct identifiers
e.g. names, address, institution, photo

• Reduce the precision/detail of a variable through 
aggregation

e.g. birth year instead of date of birth, occupational 
categories rather than jobs; and, area rather than village

• Generalise meaning of detailed text variable
e.g. occupational expertise

• Restrict upper lower ranges of a variable to hide outliers
e.g. income, age



Anonymising qualitative data

• Remove direct identifiers, or replace with pseudonyms
• Avoid blanking out; use pseudonyms or replacements
• Identify replacements with [brackets]
• Plan or apply editing at time of transcription 
• Consistency throughout project
• Keep an anonymisation log of all replacements or 

removals made – keep separate from anonymised data 
files

• Avoid over-anonymising – removing information in text 
can distort data, make them unusable, unreliable or 
misleading; so balance anonymisation with the need to 
preserve context

www.ukdataservice.ac.uk/deposit-data/stories/gush



Anonymisation log
Example:	Anonymisation	log	interview	transcripts

Interview	/	Page Original Changed	to
Int1
p1 Spain European	

country
p1 E-print	Ltd Printing	

company
p2 20th	June June
p2 Amy Moira
Int2
p1 Francis my	friend

P31. Joan à Mary
P97. Carol à {Mother}
P34. Colchester à {Town in S.E.England}
P65. Welshpool High School à @@##High School##@@



In practice: example anonymisation



Access



Managing access to data

• available for download/online access under open 
licence without any registrationOpen

• available for download/online access to logged-in 
users who have registered and agreed to an End 
User Licence (e.g. not identify any potentially 
identifiable individuals)

• special agreements (depositor permission; approved 
researcher)

• embargo for fixed time period

Safeguarded

• available for remote or safe room access to 
authorised and authenticated users whose research 
proposal has been vetted and who have received 
training

Controlled



In practice: data with access conditions
Health and Social Consequences of the Foot and Mouth Disease 
Epidemic in North Cumbria, 2001-2003 (study 5407 in UK Data Archive 
collection) by M. Mort, Lancaster University, Institute for Health 
Research.
• Interviews (audio and transcript) and written diaries with 54 people
• 40 interview and diary transcripts are archived and available for re-

use by registered users (Safeguarded)
• 3 interviews and 5 diaries were embargoed until 2015 (Safeguarded 

– Embargoed)
• Audio files archived and only available by permission from 

researchers (Safeguarded – Special Agreement)

discover.ukdataservice.ac.uk/catalogue/?sn=5407
doc.ukdataservice.ac.uk/doc/5407/mrdoc/pdf/q5407userguide.pdf



In practice: access conditions ReShare



In practice: access conditions ReShare



In practice: access conditions ReShare



Copyright



IP/copyright

• Broadly speaking a researcher has copyright in the research 
data that they collect

• Compiled datasets contain original copyright – seek 
permission to archive when collecting 

• Data archives publish data – hold no copyright *note*
• Copyright holders give permission to preserve and 

disseminate data

• Data can be archived in various places, e.g. ReShare and 
local repository



Depositing Shareable and 
Reusable Data



Include documentation

• Sufficient information for future researchers to understand 
and use the data

• Data collection methodology and processes: sampling, 
sampling size, fieldwork protocol and interviewer 
instructions

• Information sheets and consent forms
• Questionnaire, showcards and question lists 
• Transcripts: header with context information: date & place 

interview, interviewee name, etc.
• Data list: overview of key information about each interview, 

as ‘at-a-glance’ summary of the data collection
• Links to reports and publications
• A README file



Transcription template
Should:
• possess a unique identifier
• adopt a uniform layout throughout the research project
• make use of speaker tags - turn-taking
• carry line breaks
• be page numbered
• carry a document header giving brief details of the interview: 

date, place, interviewer name, interviewee details, etc



In practice: transcript format



In practice: data list

• Data listing provides an at-a-glance summary of interview sets



• A user guide could contain a variety of documents that provide 
context: interview schedule, transcription notes, even photos

In practice: user guide and documentation



Embedded data-level metadata in SPSS file



Preparing data files

• Consistent/meaningful file names, no spaces/special 
characters

• Self-explanatory variable names, codes, abbreviations
• Label all variables
• Remove temporary/dummy/admin variables
• Anonymise sufficiently (also look at file properties)
• Check textual variables are OK to disseminate
• Missing values – label and consistency
• Check best file format for longevity
• Check data for completeness
• Bundle multiple files into zip bundles





Our data management guidance
• Online best practice guidance: ukdataservice.ac.uk/manage-data.aspx
• Managing and Sharing Research Data – a Guide to Good 

Practice:(Sage Publications Ltd)
• Helpdesk for queries: ukdataservice.ac.uk/help/get-in-touch.aspx
• Training: www.ukdataservice.ac.uk/news-and-events/events
• Twitter: @UKDSRDM



• Model consent form: http://www.data-
archive.ac.uk/media/112638/ukdamodelconsent.pdf

• Survey consent statement: http://data-
archive.ac.uk/media/147338/ukdasurveyconsent.doc

• Transcription template: http://data-
archive.ac.uk/media/136055/ukdamodeltranscript.pdf

• Transcription instructions: http://data-
archive.ac.uk/media/285633/ukda-example-transcription-
instructions.pdf

• Transcription confidentiality agreement: http://data-
archive.ac.uk/media/285636/ukda-transcriber-confidentiality-
agreement.pdf

• Data list template: http://data-
archive.ac.uk/media/2989/UK%20Data%20Archive%20Example%2
0Data%20List.pdf

Tools & templates (1)



Video Tutorials
• VeraCrypt: https://www.youtube.com/watch?v=Ogm9QHQpFqU
• AxCrypt: https://www.youtube.com/watch?v=ACcRlnsoYZg
• FileVault 2: https://www.youtube.com/watch?v=JIZ9EFMS0ic
• BitLocker: https://www.youtube.com/watch?v=y4Iosu-Yfsw
• Time Machine: https://www.youtube.com/watch?v=hlsQaVj7WtA
• MD5summer: https://www.youtube.com/watch?v=VcBfkB6N7-k

Tools & templates (2)



Questions?


