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CHECKSUMS

Data integrity refers to maintaining and assuring
the accuracy and consistency of data over the

research lifecycle

Checksums provide a way to monitor the integrity of
your data

In this exercise we will look at the most commonly
used type of checksum, called MD5

Others include CRC and SHA
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DATA INTEGRITY

What is an MD5 checksum?

Like a fingerprint of a file
Used to verify whether two copies of a file are identical

Each time you run a checksum a string of digits (usually
32) is created for each file. If just 1 byte of data has
been altered, the same process will generate a different
string.
If a checksum has changed unexpectedly, then you
know there is an inconsistency between copies

If the checksums match, the data has not altered
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CHECKSUMS

Let’s look at an example data collection of test

files | generated for this exercise.

Folder: /TestCollection

I

TestData.xlsx TestDoc.docx Testimage,jp
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CHECKSUMS

We will use the MD5Summer tool to generate a
checksum for the MS Word document TestDoc.docx
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ﬁhe quick brown fox jumped over the lazy dog.
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MDSSUMMER

MD5Summer Is a free MD5 checksum tool for
Windows available at
http://www.md5summer.org/

Download latest | = [EEERGEELE
version

Unzip and run
md5summer.exe

By Luke Pascoe
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RUNNING MD5SUMMER

Select the folder you will be working in and ensure
‘Checksum type’ MDS5 is selected

Click Create sums

-
u MDS5ummer

Pleaze zelect the roat folder:

PR Dezktop

'_,_g Libraries
[ & Enzom, Tom
[-g8 Computer
G-l Metwork
-89 Control Panel
- & Recycle Bin
[ 4% Drophos

e Testd

Checksum tppe:  MD5

-

’ Create zumz ” Werify sums ” About
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CREATING A CHECKSUM

Select the file(s) you would like generate
checksums for. In this example, | will select all 3
files

Click Add,
and then OK

-
u Create list of files to sum

-&[.ﬁ_ﬂgw

| = TH.

Mumber of [tems: 3

CUsersitensom\DesktopiTestCollect
Cihlsersitensom\Deskiop\TestCollect
Cilsersitensom\Desktop\TestCollect

| Selectéll || Clearlist |

ook || cance

[ Add ] [ Add recursively ]
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CREATING A CHECKSUM

You will be prompted to Save a file with the .md5
extension containing your MD5 strings.

Save this file to a
memorable location
- you will need it later!

I : = T I
av TEOIEES AR =
Save in: , TestCaollection - @ ? bl E|v
= Marme . Date modified Type
el Mo items match your search.
Recent Places
Desktop
w=all
Libraries
B
A
Computer
A I :
Metwork
File name: - Save
Savesstype: | MDSsumfiles (*md5) ~| | Cancel |
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CREATING A CHECKSUM

A green icon should show next to each file you
selected earlier If the process has been successful.

MD5 : G ting... ‘
H S -

] o[ e S|

|H35 Hash

o TestImage.jpg

Kep

glbk32a7blfbda3cTeeck73T77Tod

File Infarmatian

Batch (3 of 3]

Z3ece
&6f407eZcfabbEd780ebofdff3eaeEbld

efgl0esb77ed705eek3bafafebiadl3zz

{:} Unprocesszed Path:
o 0K / Done L5 zersvtenzomtDezkioph T estColl
_ Mame:
O Froceszing Testlmage. jpg
@ Eror (050 fan) Size:
[ 3 ‘ I ol ‘ 29415 Kb
lI_EI Sec

You can now Close this window
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CREATING A CHECKSUM

Navigate to the folder in which you saved your
MD5 file.

You can open this file with a text editor.

Xy W

TestCollection.m TestData.xlsx TestDoc.docx Testimage.jp
d5
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CREATING A CHECKSUM

You should see a list of checksum strings
associated with file names inside

Also info on when the checksums were generated

e

"| TestCollection.mds - Notepad Ll o S
File Edit Format View Help

# MD5 checksums generated by MDSsummer (http://www.md5summer.org)
# Generated 04,/03,/2013 16:17:56

61b3aa7blfb4a367eech73777cd23echt *TestData. x1sx
6f40762cfabb8d7 80ebofdff3Ieabbb89 *TestDoc. docx
6f61069b77ed4705eeb35afafeb2ad322 *TestImage. jpg
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USING A CHECKSUM

We will now reopen TestDoc.docx and make an edit.

A single full stop has been deleted and the file saved —
this should result in a new checksum.

-
@“ H = |= —_— TestDoc.docox - Microsoft We
Haome Insert Page Layout References Mailings Review View EndMote X4
= ' ibri - - AN AT - | Wl T = = iE = A
J Calibri (Body) 11 A A Aa 95 | 1= = -z iE IS bl{ q AaBE
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Clipboard Font Paragraph

The quick brown fox jumped over the lazy dog
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COMPARING CHECKSUMS

W e can now use the Verify checksum option In

MD5Summer.

This will generate new checksums for the files

listed in the MD5 file you
select.

Note that the .md5 file
and the referenced files
must be in the same folder.

u MD35ummer

VD e B

Please zelect the roat folder:

PR Dezktop

-i----d_J Libraries

+ A Enzom, Tom
+l- Computer
€l Network
+-[E5 Control Panel
{8 Recycle Bin
+ 4o Dropbox

----- Testl

----- Test2

Checksum type:  MD5

-

| LCreate sums || Werify sums ||

Ahot
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COMPARING CHECKSUMS

W e can use the Verify checksum option in
MD5Summer to carry out an automatic comparison.

r '1
] MD3sums: Generating... . - _ @M
IHHEEI!

__;Iest:'c:c.dc:cx Checksum did not match.
@ TesToeTE e ETET== EITBI=I0 TeecE T T ed2 3ecE

. TestImage.jpg 2fel0e9b77e4705eeb3bafafebiadiziz

e B atch [3 of 3 File Information

":J' Unproceszed Path:
. 0K/ Dore LA\ zerg'tensomt Deskioph T estColl
File; M arne:
i) Processing Testlmage. jpg
Size:
. Error [1 2o far] 594,15 Kb
05Sec - -

Or we can manually look inside the two .md5 files.
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COMPARING CHECKSUMS

File Edit Format View Help

B MD5 checksums generated by MDSsummer (http://www. md5summer. org) -
# Generated 04,/03/2013 16:17:56

||l 6t20762cFabbsd780ebof dff3ea66b89 *TestDoc. docx
O QLIS = LI 322 = 2 ol - = [ [ o

...and after:

Eile Edit Format View Help

B MD5 checksums generated by MDSsummer (http:///www. md5summer.org) -
# Generated 11/03/2013 10:27:30

e *TestDoc. docx

M4eza1s3ar 31

02c65F73caf2271e5d11
o ] e O O = | = L
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COMPARING CHECKSUMS

Notice how the MD5 value for TestDoc.docx has
completely changed:

Was: 6f40762cfabb8d780eb9fdff3ea66b89

Now: 4e341834f3102c65f73c4f2271e5d11e

Values for the other files remain unchanged.

The same result would occur on any machine or
with any MD5 conformant software.
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CONTACT

UK DATA ARCHIVE
UNIVERSITY OF ESSEX
WIVENHOE PARK
COLCHESTER

ESSEX CO4 3SQ

+44 (0)1206 872001

datasharing@data-archive.ac.uk
www.data-archive.ac.uk
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